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THE SMARTEST WAY TO MANAGE LOGS

Alert Logic's cloud-powered Log Manager solution is
the smartest choice for overregulated businesses with
underfunded IT departments.

The Need for Effective
Log Management

Log Management is a necessity for regulatory compliance
and essential to maintaining a positive security posture in

your environment. As your |T organisation evolves to comply

with today’s regulations and defend against new network
security threats, you should choose a solution that avoids

1. Reduce costs: No hardware, software or maintenance
to purchase greatly reduces your cost of ownership. All
storage, monitoring, maintenance, upgrades, and support
are handled by Alert Logic, removing the need for staff
resources to manage the solution.

expensive maintenance and operating costs, reduces the
number of resources needed to maintain and support your
solution, and most importantly provides the most effective
log management solution on the market today.

2. Effective Log Management: Log Manager collects,
stores, reports and correlates log data in our highly
secure and redundant datacentres, helping you avoid
the maintenance and operating costs of on-premise

As the first cloud-powered log management solution, solutions.

Alert Logic's Log Manager is designed to remove the

resource and financial burden of on-premise solutions. Our

SaaS offering collects log data via an agentless collection

device and provides log storage, reporting, correlation

and monitoring leveraging our grid computing and storage

architecture in our highly secure redundant datacentres.

3. LogReview Service: Extends the value of Log Manager
and frees up your resources by transferring the burden
of daily log review and maintaining a PCl DSS compliant
audit trail to our team of certified security analysts.
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Quickly view log data in the user interface



How We Do [t

Collect

Our collection appliance automates syslog and windows log
collection in your environment without agents.

Store

Our proprietary flat-file architecture allows for log data to be
stored for as long as you need based on either compliance
mandates or network security policy. All of the log data is
stored uncompressed and is fully searchable to enable you
to easily access your data.

Search

Full text searching allows you to easily search for specific
log data from both parsed and unparsed log sources. “One-
Click-Filtering” gives you the ability to quickly drill down into
log data by selecting parsed messages via hypertext links,
which results in automatically creating and applying filters to
log data.

Report

Create a scheduled report from any view and distribute to
the necessary staff for review. Custom reports allow you to
be in control of the log data you need to review.

Correlate and Alert

Custom and out-of-the-box correlation rules are designed
to identify suspicious activity in your log data and alert you
to possible security threats. Correlation rules automatically
review message types for specific properties and fields. If a
rule is triggered, you will be notified via email.
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One-Click-Filtering allows you to drill down into log data

Custom and out-of-the-box correlation rules alert you on

suspicious activity
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